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ERIMBIRILAIWorkspace, RFIAAI-DMS Ultra,
» A-DMS FHITIRE.

General Workspace type AI-DMS IDP Agent Details Document type Access protection

@ Al-DMS
Document intelligence

How should new documents be understood?

© 's

Storage only

Storage only

Basic
OCR + Search

Searchable archive: OCR, classification and text
embeddings with light context.

Documents are stored without automatic Al
processing. Manual processing remains available
later.

5 o
v File storage OCR text recognition

+ Manual Al-DMS processing possible v Classification (type, dates, keywords)

+ Text embeddings and light context

Al QUALITY
Search ——

Understandingems

Q BEEAI-DMS Ultrao LH4RFIER T Workspace RIS —H#iCi%, Ultrai®

DU PR
£ EEHAMZIRE

EIFEFE R T M

3 F MBI =K A Workspacefd
L5, FNERIZWorkspacel& A

Ultra, FIFPRIARBSRIZE 2081,

AN

—Invoice Inbox” Workspace, BZ&AI-DMS Ultra, FiEkZEREEIENEH,
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Sharing

¢ MOST POPULAR A & ULTIMATE POWER

@ ®

Ultra
Vision + Graph

Premium
IDP + Embeddings

Best default for business documents: semantic
search, business fields, relations and reranking.

Maximum depth: MEGA Vision, Knowledge Graph,
paragraph chunks and cross-document reasoning.

v Business fields and semantic search v Knowledge Graph and LLM relations

v Document and entity relations v Paragraph chunks and cross-document

+ Reranking for stronger retrieval reasoning

~ MEGA Vision: tables, charts, forms and

¥ Image embeddings for layout elements
barcodes

v Entity resolution for connected knowledge

Al QUALITY Al QUALITY
Search Search
Understandir Vision
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© Uploads are automatically checked for viruses and threats before storage.

F 3 CLEAR
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REZEFF
BHEIE AZE,

WRIENS#H, EREHIMEXEFN &t FET,

Page1/1 Activities | Audit 0 I

KALTWERK

Refrigeration and Air Canditianing Service

s Kitteerc G -Ingusraing 7 21079 amburg - Gamany D T e T e
Northstar Industrial Systems GmbH (5] » . Y q . . Release from quarantin
Purchasing and Administration Editing, moving, downloading, and deleting are blocked. In the Audit

Connections

;'Sﬁ";:,ﬂfbig il i tab, you can review findings, create tasks, and release the quarantine.
DateofService  October 13, 2026 ; -
Your Reference. NS-EK-2026 Severity 8 - threshold 7 - since Oct 19, 2026, 10:08 AM
Contract WV-2026-118
Sue bate immediately

Invoice KW-2026-1193

Dear Sir or Madam, AUDIT CONTROL CENTER AUDIT ENGINE LAST AUDIT RUN
For the emergency call-out to your refrigeration system at HafenstraGe 18, Hall 2, we invoice: Security quarantine active Al-DMS Ultra Oct 19, 2026, 10:08 AM . PDF repor
Item Description Quantity  Unit Price Amount Cumplete Al SEC\JV“Y assessment for . P
1 Emergency call-out, condensing unit 2 1 flat rate EUR 3,640.00 EUR 3,640.00 this document -ong

Emergency service outside the maintenanee schedule, including spare
parts

2 Refrigerant R2 refilied Gkg  EUR3B.00 EUR228.00
3 Emergency service travel 1fiatrate EUR216.00 EUR216.00
FINDINGS REVIEW OPEN CONTROLS MAX. SEVERITY
Net amount EUR 4,084.00
VAT 19.% EUR775.96 5 5 12 7
Invoice total EUR 4,859.96
Please note our new bank details: IBAN LT26 0000 0000 0441 0119. We can no longer match payments
to our previous account.
ffi FRAUD RISK ANALYSIS 3l3 RISK ASSESSMENT
The amount is due immediately without deduction.
Th Not applicable

Kind regards,

Jana Wendt, Kaltwerk Kaltetechnik GmbH Critical security signals

The document contains new bank details and explicitly
states that payments can no longer be matched to the
previous account. This is a common pattern in Business
Email Compromise (BEC) or invoice fraud. | The sender is
located in Germany (Hamburg), but the provided IBAN
starts with ‘LT, indicating a bank account in Lithuania. This
geographic mismatch is a significant risk factor.

a ERFREAER. AMEXTHIRITIKFIB—1T;, BNRER: BIENK7/10, BE7. RXELATFR2REEX.

TREREY R TG BF RV

W ERABHERT LUBANE: & —BTAMETRRI. FRIEHE ‘PDFR&E"SEM—HEHITRS,
BRI, QIERES. BT It EHmUREEmERE, @é‘ AR RIANESE, BlanHER
TR SRR S RIR e A o
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HAasINFEE. A4,
PANEE FREEMT 4o

BUMANESENR—K: HETERE. TEOFIRA. B, MRKESHEIEE,

@, Detailed findings & recommendations 5 FINDINGS
SEVERITY FINDING STATUS
73 0 ©® Fraud Risk FRAUD RISK REVIEW REQUIRED

The document contains new bank details and explicitly states that
payments can no longer be matched to the previous account. Thisis a

common pattern in Business Email Compromise (BEC) or invoice fraud. @ Create task

@ Recommendation: Verify the new bank account details with the
vendor via a known, trusted phone number or

v Mark as reviewed

separate communication channel before making
any payment.

Q. Evidence: 'Please note our new bank details: IBAN LT26 0000 0000
0441 0119. We can no longer match payments to our
previous account.”

7o ® Geographic Mismatch GEOGRAPHIC MISMATCH REVIEW REQUIRED

Q WAL, BUENIR7/10: RETHHRITKS, RIAKFNOYRELERHIT. THSHIERE, RHFEN7/10, B ENRE, @EIEER
BAREZEHIRITER. RSB T AZEFEIEXIT.

MCNERE BIEES

RIPZ R NG EATICNEZLE, PaperOffice R BRI NHEAFAERANIBNES, BEHIEEH
BRIBTIEE. MifseR (8128),

BERTH

RENREHHEER. PaperOffice=trtt5I AFERZAL, FRSEIN LAEIE.
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A 22 MIFo
R 2R BB —1%,

Workspace RYER A A B R B — 13 X o PaperOffice G EBERE—HFIOETHIENX, HRESHH—I
JAN—DE X F

Urgent: new bank details and invoice KW-2026-1193 2 Documents £ Document Folder
Pagel/1
o>
invoices@northstar-industrial. example e
Betreft Urgent: new bank detalls and invoice KON-2026-1193 Activities | Audit @ |
Datum ‘Wed, 14 Oct 2026 07:48:00 +0200 —
Deor i or o, Connections Documents o

1BAN LT26 0000 0000 0441 0119

i i . . Plase transfer Document in security quarantine ;
Wecannolonger mach 193 for Please wansler Q el & Release from quarantine
Editing, moving, downloading, and deleting are blocked. In the Audit

Kind regards

Jana Wendt tab, you can review findings, create tasks, and release the quarantine.
Kaltwerk Katetechnik GmbH
(PaperOffice test package, all detalls are fictional) Severity 8 - threshold 7 - since Oct 19, 2026, 10:11 AM
AUDIT CONTROL CENTER AUDIT ENGINE LAST AUDIT RUN
S i i i Al-DMS Ultra Oct 19,2026, 10:15 AM B. PDF repor:
ecurity quarantine active {5 i
(2]
Complete Al security assessment for
E i/ o PDF incl. orig
this document
FINDINGS REVIEW OPEN CONTROLS MAX. SEVERITY
i FRAUD RISK ANALYSIS 8l6 RISK ASSESSMENT
81 Not applicable

Critical security signals

The email explicitly requests a change of bank details and
instructs the recipient to stop using the previous account.
This is a strong indicator of a Business Email Compromise
(BEC) or invoice fraud attempt.

° MR BRI, HIERIRS/10: BRIBAFIKFHERISER, HSWEER (BEC) MHAETR', LHREEMMN XXX BB

f+4=2BEC BHHNEEA

FRERIEFHGERMNE. ERHEE. Bir/LF EREF AR AR AREE ML HEPRE—FH,
BRI S EIE WA EIIMER L,

EMREITH

ERHAAREENTIREX: AR ERENS, MFFRNEAREN7, I, AR ENETRRE T BERIRGISEK
VIESREBLR', XEMERENIET. FEFIERP, RARTE BFHMRC; KREENRFIHRGHEM .
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Hobh— X ByIBANZEINERY,

PaperOffice= Sk A Z5 KA HBIFTE XA#HITELXS, SHEZEPTE Workspaces

5 © Plausibility Check pLAUSIBILITY CHECK REVIEW REQUIRED

Duplicate: Invoice_KW-2026-1187_Kaltwerk.pdf (Invoice Fraud Guid X
uplicate: Invoice_ _Kaltwerk.pdf (Invoice Fraud Guide) « Mark as reviewed

Q Evidence: KW-2026-1187

8 @ Fraud Risk  FRAUD RISK REVIEW REQUIRED

PDF forensics: Payment data under an opaque area .
¥ RE v Mark as reviewed

@ Recommendation: Check the PDF manually and compare it with the
visible document content.

® Create task

I

Q. Evidence: DE75 0000 0000 4410 0011 87 — LT26 0000 0000 0441
one

HIPEZNEE, POFENEARILEE XIS T ARNEREIRE: BIERKS/10, EZEIARENRERBX, R EE: Invoice KW-2026
1187_Kaltwerk.pdf" &It & ZELUWE)T

PAPEROFFICEWI{AiR 5! & & I Mt BRI
AREE R—>HEXHI, BMEXXHRARE
F—%1THNHERAZERS B KaltwerkBIKW-2026-1187, BMEBANTRE
HEEEZME|F €2,020.62, HFPERWV-2026-118
EIEE N5 AR FSEE
BH—EETIHERT. HWNEEELRI (Nt te 3T BT Workspace, BEIEFHAE, et
FHEZEIBAN) B, XHEASHENLREREX, W R IR A H SR,
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TEAELRTE ZBNRFFIIE
Rd-ﬁﬁ’ A =] JI_lI_JO

WFLZLIRBEX IR EIEWorkspaceH, RAILEER., BITZEABEMEIE,

ERITRIBE Iel#eT

T, TH. 4 ENAPER
YmiE. EapR. B & EFIZERR

HE BR. BEoURENXEER WERI. SIEES
fBR. FRAIEHLIE EEXREK. BT

Security g... 7
1E5I& E Ve @
‘BEBBEX'MRE, UNREBE HIT: HTHAREEIZEI. Al-DMS Ultra | [ Audit high

HITL required

XIEFIRAPHFRIE
TEREIS

B Workspace B FIRBXNXIEHE, HiREMESR R2RE
|Z"O

© Document Audit Quarantine

Documents with critical audit severity are automatically isolated and tagged with "Quarantine”. All actions remain blocked until manual release in the Audit tab

Enable automatic quarantine for critical audit results

Threshold (max. severity) 7 /10

@ From severity 7 upward, new Ultra DMS documents are isolated and tagged with "Quarantine’.

@ iseme = B8 UEHEE T, BRABREHIERE Bk 7). BIKEEE.

PAPEROFFICE / KNOWLEDGE LIBRARY 14 /20



@PAPEROFHCE A

ENTERPRISE./ZAI

12 - 5Bk, BRE

5‘61_1%0
/n\J B&1TO

FEANEFTEHNCZRE, MEdEIERE, MA@ BT,

Content

B 71 v s oo0occeee = = B

Audit finding: The document contains new bank details and explicitly states that payments can no longer
be matched to the previous account. This is a common pattern in Business Email Compromise (BEC) or
invoice fraud.

Recommendation: Verify the new bank account details with the vendor via a known, trusted phone
number or separate communication channel before making any payment.

Completion required (create task)

Deadline Priority

Low Medium Urgent

TTMM.JJJJ

Who must complete this?

e 2 2 22
Unassigned Me User Group

o RIS, AWM ESE—T, MTAQRECHAS; SUNENCEET. BRNELERM. K%k, UWkHEA: £E3. —(IASR
/\/J\éﬁ

© it EREIBERAATHSE, YIERLRABHETHS |
EE_',O ﬁ Secur\.tyquarantine

Confirm release

The document will be released from security quarantine
© =rFiiR: BERREHELNER, FERMTENERS.
° ;*;"E g{;ttﬁ_\‘zféﬁﬁﬁ i EIIHR'KE s EH %igﬁm’fj—o 5 )|'||J Y*é 5717— BE%‘ @ Please review the document first. The release cannot be undone.
XAEFIEHE,

Cancel & Release now

BATHSEREIN, BTERHE.
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PaperOffice2 K5 ?
R, PaperOfficelZE XY, FHARHAIEENY, AREENETHSITRGRTM.

WERTLARAT?
REEEGENRIAR. BITRSBXERRIA, BEXEHE.

AT LUEZEED?
AL, AR TIRELIEL0. HEMR, WEERNXEES,

BB FHM Mt SIRIZENS?
£, MR WorkspaceI&JIAI-DMS Ultrao MERAWorkspaceBIZ& 3,

IR LB AT EIR?
EHRZ /G, BRIUFCHERE, AEBRKIT. MNRITERERNENEILIE

HAEMREEIFMEWEFNRE?
FEWorkspacei i PERAMHIER REMBX". FIRPSHEETETIC

OEFERARESZI?

EHITETAI-DMS Ultra, BRRIESIMNMETIE: paperoffice.ai/en/pricings
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EGNRE,
B REREX,

=TI ERTEME . —IKEENAE. —KIBANFRERNEIA, Uk—HMEAZNES B,

=X HF—M5EEE (README.txt)

Invoice_ KW-2026-1187_Kaltwerk.pdf ESERY4ERAZ

Invoice_KW-2026-1187_Kaltwerk_copy.pdf El—iKAZ, TifIcRHIBANE#E R
Email_Kaltwerk_new_bank_details.eml &8 #R1TE 2 LRI A ZKW-2026-1193RTHBH

paperoffice.ai ads/paperoffice-ai-test-pac invoice-fraud.zip

° BlIEWorkspace: fEapp.paperoffice.ai LI, FI40‘Invoice Inbox Test”, HTEAI-DMSTIERRH ‘Ultra’s
Q S HEESMNEE, HEEHMERM,
e ARG L ERIZAFI BB,

WELER: LowE, BIEMBEFHNARSTFERE R2RBEX"; ZBHETIAR, FAFEREXFR, THFHP—
XA, S EHIT IR,

<t 4 MRPWET (T EIRE)

KEKW-2026-1187 201 TmE LI

£ EKW-2026-11878I8IZx fREsX PDFEUE (8). HIBRE (7). EE (5)

B AR TIER” MR X HYERPE (8). #HIBRE (7). AR (7)
MR AY&Z ZEKW-2026-1193 MR X HOEXEE (7). #IBRE (7). d&RE (7). 1§

ERIRGISIRVIESZELK (6)

THEEMWRAZER BE0BIIMEERE: paperoffice.ai/en/pricing

R EHRFAERE. @R, it RITEESMETINEDR. FMRIETZIE, MERERRERE TR,
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EEURME?
AT EZEWFRIFE o

paperoffice.ai ERYRER . FAFHNABNIIE 40T, ST i,

What did the audit find? Which documents need areview? What the record does not do

®  Openingafileinthe app s notlogged

° 1:13

KEHE =Rzl 1EANEHITHRE
MRERITERS. &KW Bk, HTERENLI. REMR WZET A, UNANZE?
paperoffice.ai/l/loesungen-risiko-rechn = paperoffice.ai/l/loesungen-risiko-audit-

ungsbetrug luecken

paperoffice.ai/l/audit-center

FRENEZAE

FRrEIREM ML AT 1E Wpaperoffice.ai/l/academy, REFHETI, ME—DWorkspaceZIRGFER
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