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+— Workspace HZ!
General Workspace type AI-DMS IDP Agent
@ AI-DMS

Document intelligence

How should new documents be understood?

O]

Storage only
Storage only

Documents are stored without automatic Al
processing. Manual processing remains available
later.

v File storage

+ Manual Al-DMS processing possible

Q AI-DMS Ultra MEH, 0] EFA|= Workspace®| BE A 2M0f| MEEIL|CE Ultras Tt &

M nlE T3t

oMY HE ml2 Workspace2| Et

AE mELICE Ultra2 AHE|0] A2

HAHREE TN FARRILIC

xolo| Az A

S
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Details Document type

s

Basic
OCR + Search

Searchable archive: OCR, classification and text
embeddings with light context.

+ OCR text recognition
v Classification (type, dates, keywords)

+ Text embeddings and light context

Al QUALITY
Search ——

Understandings

| O| x| H|et

=y

e 20&elL|Ct.

Al-DMS UltraE ® 2%t Workspace “Invoice Inbox"E StLt gt
E MM Z2 AME HHELIC

Access protection

IS M| Mg =M EMY K

2 mlo|X| =& FELICt 7|22

Sharing

¥¥ MOST POPULAR

@

Premium
IDP + Embeddings

Best default for business documents: semantic
search, business fields, relations and reranking.

¥ Business fields and semantic search
v Document and entity relations
' Reranking for stronger retrieval

v Image embeddings for layout elements

Al QUALITY

Search

Understandir

1=

M= AI-DMS Ultra BHAI| XEA| WorkspaceOl]l AL, ZHAFE Ultra0f] Z2E|0] 7| HEL|CH M-
» Al-DMS O A StL|Ct

;7 & ULTIMATEPOWER ———

4

Ultra
Vision + Graph

Maximum depth: MEGA Vision, Knowledge Graph,
paragraph chunks and cross-document reasoning.

~ Knowledge Graph and LLM relations

v Paragraph chunks and cross-document
reasoning

~ MEGA Vision: tables, charts, forms and
barcodes

~ Entity resolution for connected knowledge

Al QUALITY

Search

Vision

= AL 0|2 2E ZME HAOIM AL
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“‘Best Effort” BfAl2
27} Credits 10| Al =
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Upload progress © DONE
2 of 2 uploaded Completed!

© Uploads are automatically checked for viruses and threats before storage.

o E— CLEAR
E  Invoice_KW-2026-1187_Kaltwerk_copy.pdf Clear Q/ No threat found
CLEAR

B Email_Kaltwerk_new_bank_details.eml Clear €, Nothreat found
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t AEZ WK
M= FICHILICE
A = 2 otof ATt 2MQ Audit ROl EAIELICH

Page1/1 Activities | Audit 0 !

KALTWERK

Refrigeration and Air Canditianing Service

Kawerk Ktatecrne G - Ingustering 7 - 21078 Hamburg- Gemany D T e T e
Northstar Industrial Systems GmbH (5] N . Y q . . Release from quarantil
Purchasing and Administration Editing, moving, downloading, and deleting are blocked. In the Audit

Connections

;‘;ﬁ‘:,";:iﬁ,ﬁ; il i tab, you can review findings, create tasks, and release the quarantine.
DateofService  October 13, 2026 ; -
Your Reference. NS-EK-2026 Severity 8 - threshold 7 - since Oct 19, 2026, 10:08 AM
Contract WV-2026-118
Sue bate immediately

Invoice KW-2026-1193

Dear Sir or Madam, AUDIT CONTROL CENTER AUDIT ENGINE LAST AUDIT RUN
For the emergency call-out to your refigeration systern at Hafenstrae 18, Hall 2, we invoice: Security quarantine active Al-DMS Ultra Oct 19,2026, 10:08 AM . PDF repor
o
Item Description Quantity  Unit Price Amount Cumplete Al SEC\JV“Y assessment for . POF incl. or
1 Emergency call-out, condensing unit 2 1flat rate EUR 3,640.00 EUR 3,640.00 this document ot
Emergency service utside the maintenanee sehedule, including spare
parts
2 Refrigerant R32 refilled 6kg EUR38.00 EUR228.00
3 Emergency service travel 1fiatrate EUR216.00 EUR216.00
FINDINGS REVIEW OPEN CONTROLS MAX. SEVERITY
Net amount EUR 4,084.00
VAT 19 % EUR 775 96
Invoice total EUR 4,859.96 5 5 12 7
Please note our new bank details: [BAN LT26 0000 0000 0441 0119, We can no longer match payments
to our previous account.
) ffi FRAUD RISK ANALYSIS 3l3 RISK ASSESSMENT
The amount is due immediately without deduction.
. Not applicable
Kind regards, 7 PP
Jana Wendt, Kaltwerk Kaltetechnik GmbH Critical security signals
The document contains new bank details and explicitly
states that payments can no longer be matched to the
previous account. This is a commen pattern in Business
Email Compromise (BEC) or invoice fraud. | The sender is
located in Germany (Hamburg), but the provided IBAN
starts with ‘LT, indicating a bank account in Lithuania. This
geographic mismatch is a significant risk factor.
ol X = o3 =] 2ol A Ol A o|% o Do M= o
a o|HAe| HTA. IZ0= M 28 Y2 2, LEZN= 27t AFLICE AZ| 91 7 (108 2HE), dAIZL 7. 2M= 2ot A2 HEfLch
Afctol ObLY s £ K| [=2=2
=] [= Oo{2 S A Ol =13 S =0 « » L dF 3t =
FHO| AHHE[AFD FASE & 5= U= 2d At o7 Sl AL SH|, 7+ PDF E0M"2 Zh, LA A, A
=13 re] o Al ol O A =re] (=] E o= =
X A A HE 2 A, A =2 dA4EE ool 7h B2l ZHA 2 M E BhSLCE o S
= H JF = = f=X<13
SOf LIS ZAILE MF K=ol A8
A Ol A
= AFLICE
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@, Detailed findings & recommendations 5 FINDINGS

SEVERITY FINDING STATUS

7 ¢ © FraudRisk FRAUD RISK REVIEW REQUIRED

The document contains new bank details and explicitly states that
payments can no longer be matched to the previous account. This is a

common pattern in Business Email Compromise (BEC) or invoice fraud. SRR
v

@ Recommendation: Verify the new bank account details with the
vendor via a known, trusted phone number or
separate communication channel before making
any payment.

v Mark as reviewed

Q. Evidence: 'Please note our new bank details: IBAN LT26 0000 0000
0441 0119. We can no longer match payments to our
previous account.”

70 @ Geographic Mismatch ~ GEOGRAPHIC MISMATCH REVIEW REQUIRED

2 AZIL HS AL, O AZtZ2E o 04 ZH[E +~ It =[0] AFLITE T of2fofl X|2|1H SLX| = 7
Holl M 2 YEE ToLE 0|0 21 A= 22 2ARISHIAIR. ZH0I= HMel diig E0| A SFLITt

= [ySu=

HE 222 HA| Xt Ot= 7|
UH A S M2[et AlEo| HE 2tE 2 HA[RLICH UH A E SELE A & 2O HHEL|CE OfZfnt 2
PaperOffice= O|&1t AlZE MESLICH Mz=2lE ol BESLCH12E)
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S5 LHA2r0| OFEL|CY
O|H[& KpM| = ZHEILICE

Workspace?2| O|H2 1 XM Z StLte] 2 ULICE PaperOffices HIAES HAMMEH HAlotn, 5 o
oo EX SO0 2aketL|Ct

Urgent: new bank details and invoice KW-2026-1193 2 Documents 2 Document Folder
Pagel/1
von Katwerk e
an Invelces@northstar-ndustrial ecample e
Betreft Urgent: new bank detalls and invoice KW-2026.1193 Activities | Audit I
Datum ‘Wed, 14 Oct 2026 07:48:00 +0200 —
N oo Connections Documents o

1BAN LT26 0000 0000 0441 0119

» : . . Plase transfer Document in security quarantine .
Wecan olonger mach pem 183 for st o (2] el & Release from quarantine
Editing, moving, downloading, and deleting are blocked. In the Audit

Kind regards e 2
Jana Wendt tab, you can review findings, create tasks, and release the quarantine.
Kaltwerk Katetechnik GmbH

(PaperOffice test package, all detalls are fictional) Severity 8 - threshold 7 - since Oct 19, 2026, 10:11 AM

AUDIT CONTROL CENTER AUDIT ENGINE LAST AUDIT RUN
i A . B -] B. PDF repor:
Security quarantine active Al-DMS Ultra Oct 19,2026, 10:15 AM
o
Complete Al security assessment for " "
PDF incl. ori
this document & g
FINDINGS REVIEW OPEN CONTROLS MAX. SEVERITY
i FRAUD RISK ANALYSIS 8l6 RISK ASSESSMENT
8 Not applicable

Critical security signals

The email explicitly requests a change of bank details and
instructs the recipient to stop using the previous account.
This is a strong indicator of a Business Email Compromise
(BEC) or invoice fraud attempt.

@ 2= ivIxIl oloie A e 5 (107 ) M ZJat2 et ZRIs) Zets 23 @HOR. “Business Email Compromise (BEC)S 221 XIE eick
Slofl= ojHUAT BRM, § 2AILE Bri7} HelL|ch

BECZ 21217t Bol =l A
A7|B2 ol UE SFUK|, DY = AHTS AFEELICH olmet SCiol ARt 341 FA: SHQl0)A 3 St Ct2
SEE ol g4 ZHE D59 ARE Salt AUt PLE EEO| 98 FAR T AL

EIAE M0 M

ojH|at HHMIt BF HZ|=|ASLICEH O|HL2 HZE 8, HEE M= A2 = 7LICH BFAQ ZAF #ofl= ‘U

IdNr. VIES 7|& RR"2ts dZE 62 SIELR LZLICE S=0|M YAM0= O|H Y EAZI 22H, S2I5tH /A= OIEHI°'0|
H2IL|C}

== .
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5 @ Plausibility Check  PLAUSIBILITY CHECK

Duplicate: Invoice _KW-2026-1187_Kaltwerk.pdf (Invoice Fraud Guide)

Q Evidence: KW-2026-1187

8 © Fraud Risk FrAuD RISk

PDF forensics: Payment data under an opaque area

@ Recommendation: Check the PDF manually and compare it with the
visible document content.

Q. Evidence: DE75 0000 0000 4410 0011 87 — LT26 0000 0000 0441
one

X2 HRAML AR, PDF Z2IA0] 25F F of2fio] &2
‘Duplicate: Invoice_KW-2026-1187_Kaltwerk.pdf” StLiE=

M Ho|EE HXIYELICE
Ol M7t olo| »=MElSS 2o FLT

PAPEROFFICE7l 352 AlHo}l= Y EIAE OofA|

CHE O|S0|0 22 mUS CHAl 2t 32
Kaltwerk®| KW-2026-1187, IBANO| E2tz
€2,020.62, F X2 H2F WV-2026-118

A AIFoll M

S5 oo 2= B Y EYLICE H7[MAE 7t Z! IBAN HlRE=
ot Z2 Bie LA Areto] Ao EM7F A2 EL|C = HTME Aol M QIAE LT

PAPEROFFICE / KNOWLEDGE LIBRARY

APZ| 91" 8 (108 20|22 AL2

REVIEW REQUIRED

v Mark as reviewed

Create task

REVIEW REQUIRED

v Mark as reviewed

® Create task

I

2 E Workspace0l| 24 O[Z|EL|C} o|Of Eatgto] U

13720
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CHRZECE 7| LHEL 7| MM 27|
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37 MY BN EM 8 HE A MY HE, B S|

AR, AIZ CHA] K 2| Az 27| A
Security ..  +7
=Y ° vd
CHOHAHZ| HiX| 7t 210, “HITL B4 SSULICE EAE 2H 2&LICH Al-DMS Ultra | [ Audit high
AlEo| 252 A EsHof gL

HITL required

=M =82 HAl

JHR 0| M

WorkspaceOICh A2 &l &M =7t A=, 2E] “Hot H2|": JUELICH

© Document Audit Quarantine

Documents with critical audit severity are automatically isolated and tagged with "Quarantine”. All actions remain blocked until manual release in the Audit tab

Enable automatic quarantine for critical audit results

Threshold (max. severity) 7 /10

@ From severity 7 upward, new Ultra DMS documents are isolated and tagged with "Quarantine’.

M ZAFFE| oM X5 H2IE AL YIS HFELICHII=L 7). HE2 F AFT & & AHLICL
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e
x
0
B
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&2 ol tist 22 YLICE o|H| 20| OfL|2t Motz EE BH&LICt

Content

B 7 v s o0eeeeee = = B -

Audit finding: The document contains new bank details and explicitly states that payments can no longer
be matched to the previous account. This is a common pattern in Business Email Compromise (BEC) or
invoice fraud.

Recommendation: Verify the new bank account details with the vendor via a known, trusted phone
number or separate communication channel before making any payment.

Completion required (create task)

Deadline Priority
TTMM.JJJJ & Low Medium Urgent
Who must complete this?
o 2 2 22
Unassigned Me User Group
@ =u o=l w7 dus Sestel R Ee e BVt HRln, W AT B RAIE o0l Yisof AgLct Y, P BETEel S
2 E=I8E FHEAR
a 24 OFAE C|O[E|L} AIYMO| HSE AFSSHYAIR. M AL} O|m|
. Security quarantine
O Hz = M MX| OFYAL. 8 | Confirm release
The document will be released from security quarantine
Q 7|12 H0E 2MO| HZE MESID LA AISS HE gAF2 BAJS}
Al
= AI 9 @ Please review the document first. The release cannot be undone.
e E2Y: ST YL U UCHH 22| X7} SHA LT DX gtoH
BEMEZ
L. - o

7-|§k| 7—:’|E| é!EHE IEll-aL'l I:I'. Cancel

SidlE eelg 20 =[S & glELICh
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PaperOffice7t £323LtR?
OIL|R. PaperOffices M E HESHL MAZR A ERELICE ZHle HAte] 28 L= oA A|A=I0|M M2 L CH

=7} s 4 ALkR?
ZE| X} ATHO| U= ALEXIYULITE S| Al B 1 o gelg 210, =[S 4 USLICH

[ngw)

YAIZS HIE £ LtR?

of, ZZl0il M 15 E] 107K BE e 4= AFLICH AIZE H=H O B2 EM7F EFEULCH

Ho

O|HY ME iU HAE|LIR?
0ll, WorkspaceZt AI-DMS Ultra2 HEE|0| JOH JHsELICH M8 DU 2 Workspace2| THAIE MHELICEH

7
dH At S HE 2RE BASHH 22X 2ME SREILICE M 28 YL = DFAE HO|Eof A=Y

HFEE 2E A2 oC[oM ELtR?
Workspace ZHQ0| M ZE| “Hot A2|"E MH FL|Lh S52| 2t M0 EAIZF 20 AFLICE

AE HIE2 Zorlvta?

ZAHE AI-DMS Ultra0l ZEHE|0] QJIELICE H[E2 7+ HIO|X[0l|A] 2toleh o~ }ELICE: paperoffice.ai/en/pricing.
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