PAPEROFFICE

SERZEICEHLVL
IBAN 7
FIHERL. FN 18
AR AR C’

REDOX—)b HFILWIRITAOE, WobEHhDiEkE,
DHA R TlE. PaperOffic b\@“mT@;ﬁ‘KEZ?/\’C@X—
IWZESHRET 3D FELRLDZESRHTIN. ELT
RICEAZIREINEF—LICESERADDZEREL £9,

ALTHELELD

71 Z3DALEX T, IERADFEKREIZEBL. AED
IBAN’@EEE%Z LcaE—r. REAEZTORBREA—)LIXRHICAD
9, BOTHEDZT AN —J[HEFTT,

PAPEROFFICE.AI KNOWLEDGE LIBRARY




@PAPEROFHCE ELoI

ENTERPRISE./ZAI

COHA FOEN

FEERIS
MNEADGEKREZ[(ANSOA-DTETE
ER

RISHERERIEMICRZIZELSIEONTVE Y, EROFKRELRCERRTES. FALCEISEICE
TET. BV ZLDBE. |ITAOEESEITTY,

% < ORFEFFITIF. REFKREBRLIDODHEBEAXA IRV IR RESTT ALY
—. ELTAREOEREEZRBAL TUEINE T, TFIRRFZICCORZERTE
9o BNIORGE|FezEx ofc X =)L FHILWIRITORE, £ L TaHIZIAVKIET
¥, BEHATHLOFREZNIETBAIZ. COLEBVEVZRZICRZELLT
LEVET,

CDHA RTIE. PaperOffice h"RMELTIRTODEREL IRTDOX—I)L %,
Workspace ICJBWcBREID SR E T 5114 ZHAL £9. PR, RUL. #HREIE
ZRAL. BEARDOIIREHLET, FSXTY AT TVOEEEBEHE L TUVE
To TAMNNYT—2%FERIE. 300 TEDTHRRTETFT,

Daniel Schénland

BIZEEFCEO. PaperOffice

e
22 e IT- NEREE
HRBERMR - SIEL. WE1%T FIVEERL. BENRo7O A=Ky & X CHERERE L«
—SEEEL. THLEEHLE EICESNIBEDY 2T EAL AR R LI OFENE SE
ER 3 rLET,

ZORICTES L

AI-DMS Ultra Z > TEERER®D Workspace ZRE L. BREERZTFHiA. AELRFEREZREHL. BREEEZ XX
Jr L TEDHT, HIDRLERORICERTZH. JOVIDEFRICTEEXT,

PAPEROFFICE / KNOWLEDGE LIBRARY 02/20



@

=

01

02

03

04

05

06

07

08

09

10

11

12

13

14

15

16

17

PAPEROFFICE / KNOWLEDGE LIBRARY

PAPEROFFICE Bx

ENTERPRISE./ZAI

R
/7
F20DX—)L
FREFNE Rk Bt
FNOLEE
FERED=H®D Workspace
77T EREEZROAT
BEEDREERE
Ep A STOR
PR, #EEIE, RH
A—-ILBHREINS
R LFERED 2[E
REETLEEZDD
OIR LEERR L ThH 51T
BARICF —LABRB L
30 TESTHY
T DEE
SHTREAADEEME

Frv o Rt

—BThn3Zk

S5KZE(F. AI-DMS Ultra Z g2 7cEH D Workspace ICANTL TV, £ 5 F4US PaperOffice I&. X—JLDiK
FEBTCIRTOXEZREL £7-

BEETIF. BNSNLRITOEOEE. XEEDOECIFROEDORE, ERLIFERENVRESNEI. LThb
XED SIS ARTE TS,

BRE/ULOXZEREF 2 )T RBEEICAD T, EEENRRIZET. dU0O—F, BE). REEFTEF
Ao

TANTOFRRIZ. 720y O THIR « B%E - BHENETDERIICBRDET,
ROLEERIAT VTR SHEDSY. BHOBESZE>TH TSIV —ICHDRLERISZ LT,

04

05

06

07

08

09

10

11

12

13

14

15

16

17

18

19

20

03/20



@PAPEROFHCE BA

ENTERPRISE./ZAI

01-BEDX—)L

L WERTT. FrLWLWOEE,
SHPICIRDIAATLSIEET L,

KEER. Fa17B548%, Northstar Industrial Systems DEEREBZ(FIC. REDSEHRBX > TF > RIN
— b F—T%H 3 Kaltwerk Kiltetechnik DFFIBEINS DX — LBV TWVE T,

FLOWXA N IDIH. SERIRTOZIWEY 7=
TDIBANDOEFE TICLTIELL. EVWSHATY, NI
FARE KW-2026-1193. ©%8 €4,859.96 T. BIHDERHE
. BNRFSZHHARR. TMRTFEWZELESERWEDIC) &HD
¥9,

B CE. BEDORTHERKE KW-2026-1187 H'. ZEfPRD AL
POF ELT2EBICET XY, HESHEEHREL T, Ebh-o
TeDIEFEKREDIBANTZIFTTYE, LE—Av R, ZHES., BY
EBIFIELCKRRZEY, <R3 X—ILODEBATRL X
DiNTEL>TVETD,

AEH 0P

SRS, MARETIZO 2 TLICRIRITEE AL FTLWRITORE. 2EBORE. BENEDE VW TERRICREN X
Fo ZHVDHFIC, HEHIDENUCKONRITNIEED FEA,

PAPEROFFICE / KNOWLEDGE LIBRARY 04 /20



@PAPEROFHCE ik

ENTERPRISE./ZAI

02 - FEREFIZE RIS AFE

ADDINR—>,
CNHEBEMTIIEEICEZE T,

IFEAEDFFRDOEAIE. WS DD DREFSTNE—VICRWET, —D O DIIHEEHTRBIE
NMHETIH. HAEHTB LA RESET A VICHDET,

L WRTTIBER E3poN M)A

TEE [FRITHE DD £ LTco SRIFTOOREIZDAHEZTIA BEISIENTILOICHD £9H. IBANIK TLT) THRE
WL7EE LVl X—ILAXIZEHNNTWVWBRIHZED HLK. S2TCTWET, RATVYVDRFN—FF— LTI BHTE
BEREZDOHDIC—NXE LTREINTVERBEDHD F BT 9

a_o

2EEDZE BB ESD

B LEEREN. BIDBANZRHLA-IE— LTBUVRE TENBFSZHAEARR ) TRBA ). THHRVCFRTFEZOIELET
TFEI, MAICTIAZIE. FEIBIC—EILS IR bh £ nNExd, COENIF. BEOBEVWEOEZIHIT27HIC/E
ED 5N TULE T,

PAPEROFFICE O &R TFTRANTOEKRE
L ULERTTIBR. BREES IRIEVU 21 OFFR. Bl LTXERD—X %K 105277 (GEKRZ). 108258 (X—
ZET, L)
EANDORE THIBMA— OFFR | IBANOECZEEEDOED 10827
Ji:%
2EEHDORE FE#%) OBEA. FHEREBZBSTE 10525
IBANZZWRELOE— FRE TPDF-7 4L >y RMERAEEO FICH 105278
B3IV TF—4]
IINEERHEZS DR E BRI TVIESIC & B EATINERER B S HE . FRBiEs 105276
L

20265108 19BICER LT R FEITOEER (A-DMS Ultra) « BERE7ULEOXZEIEEF 1) T RBEEICBINE T

COBEETHRBETETAVI L

Y7S5Av— /\GHED LEESRZ. I TICH>TVBESTITO C o AREPA—ILICRHSINES T ICTT
HHEVTLLREL

PAPEROFFICE / KNOWLEDGE LIBRARY 05/ 20



@PAPEROFHCE h

ENTERPRISE./ZAI

5D DELFE
INRNTDEFKREZHEE,

Ty TO—R. ¥ v X—IIREOVWITNTH>TH. IRTOFKZIFFACERZILLCDFT,

> @ > @ > @

(5] FéESR H BT

o > @
B

2=

7y 7O—R. XF Al-DMS Ultra (&g~ BRE/UEONE FRRIF1IDDR XTI BEENRIRT S
yFr—. ENTILT TOXE%ZFHA [F. EFxaUTqMR RO x9, #HHNDHEL h XEETOv Y
TV, FIFEFEKRE D, 12D\ THRE BICADET, HMOBESTHTISA SNEEXICAD X

AX—=ILRy IR
H\ FEREAD
Workspace ICXE%

LEd, EHEORKRE
bEHET,

V—ICERELED,

9o BEBELKR—KE
PDF TAFTEX
ED

BT EY,

=40 PAPEROFFICE MD4LIE F—LHRHB

2M5 7y ITA—REZINTVANZAZF v L. B EOX—IURYIRETNAINSERET S
FOX—IIZRDRAHFTT h
RE BAE. #HEEIE, BN EOFRR ¥'d Workspace T Ultra Z{E> H
R BAAXEZEZEFNICTOYILET FAEREE (1~10) HBIF5H
= FIRERRVICEZRET HAWDETICIDIRTH
Sl HEROBWEDLEDRICOAMEIRLET LR LTE VD

|

PAPEROFFICE / KNOWLEDGE LIBRARY 06 / 20



ENTERPRISE./ZAI

@PAPEROFHCE

04 - FEREZB D=8 D WORKSPACE

EH D Workspaces

Bl

XA

BHEWEZEL AL To

Z(Z1%. AI-DMS Ultra DERRE% 5%

57‘1—_&)—63—0

General Workspace type AI-DMS

@ Al-DMS
Document intelligence

How should new documents be understood?

O]

Storage only
Storage only

Documents are stored without automatic Al
processing. Manual processing remains available
later.

v File storage

+ Manual Al-DMS processing possible
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IDP Agent

Details Document type

s

Basic
OCR + Search

Searchable archive: OCR, classification and text
embeddings with light context.

+ OCR text recognition
v Classification (type, dates, keywords)

+ Text embeddings and light context

Al QUALITY
Search ——

Understandings

Z DERMEIE Workspace DFETLWXEIARTIC

— Y LR

Access protection

Sharing

¥¥ MOST POPULAR

@

Premium
IDP + Embeddings

Best default for business documents: semantic
search, business fields, relations and reranking.

¥ Business fields and semantic search
v Document and entity relations
' Reranking for stronger retrieval

v Image embeddings for layout elements

Al QUALITY

Search

Understandir

ELTERD Workspace #FBEL £ 9, BEEIT Ultra ICE N
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& ULTIMATE POWER

£ 4

Ultra
Vision + Graph

Maximum depth: MEGA Vision, Knowledge Graph,
paragraph chunks and cross-document reasoning.

~ Knowledge Graph and LLM relations

v Paragraph chunks and cross-document
reasoning

~ MEGA Vision: tables, charts, forms and
barcodes

~ Entity resolution for connected knowledge
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Page1/1 Activities | Audit l
KALTWERK

Refrigeration and Air Canditianing Service

Kahwes K G - ndustnering 7 21099 Hambur - Gamany D T e T e .
Northstar Industrial Systems GmbH (5] N . Y q . . Release from quarantine
Purchasing and Administration Editing, moving, downloading, and deleting are blocked. In the Audit

Connections

;‘;ﬁ‘:,";:iﬁ,ﬁ; il i tab, you can review findings, create tasks, and release the quarantine.
DateofService  October 13, 2026 ; -
Your Reference. NS-EK-2026 Severity 8 - threshold 7 - since Oct 19, 2026, 10:08 AM
Contract WV-2026-118
Sue bate immediately

Invoice KW-2026-1193

Dear Sir or Madam, AUDIT CONTROL CENTER AUDIT ENGINE LAST AUDIT RUN
For the emergency call-out to your refrigeration system at HafenstraGe 18, Hall 2, we invoice: Security quarantine active Al-DMS Ultra Oct 19, 2026, 10:08 AM . PDF repor
Item Description Quantity  Unit Price Amount Cumplete Al SEC\JV“Y assessment for . BOF o
1 Emergency callout, condensing unit 2 1 it rate EUR 3,640.00 EUR 3,640.00 this document . orig

Emergency service outside the maintenanee schedule, including spare
parts

2 Refrigerant R32 refilled Gkg  EUR3B.00 EUR228.00
3 Emergency service travel 1fiatrate EUR216.00 EUR216.00
FINDINGS REVIEW OPEN CONTROLS MAX. SEVERITY
Net amount EUR 4,084.00
VAT 19.% EUR775.96 5 5 12 7
Invoice total EUR 4,859.96
Please note our new bank details: IBAN LT26 0000 0000 0441 0119. We can no longer match payments
to our previous account.
ffi FRAUD RISK ANALYSIS 3l3 RISK ASSESSMENT
The amount is due immediately without deduction.
74 Not applicable

Kind regards,

Jana Wendt, Kaltwerk Kaltetechnik GmbH Critical security signals

The document contains new bank details and explicitly
states that payments can no longer be matched to the
previous account. This is a commen pattern in Business
Email Compromise (BEC) or invoice fraud. | The sender is
located in Germany (Hamburg), but the provided IBAN
starts with ‘LT, indicating a bank account in Lithuania. This
geographic mismatch is a significant risk factor.

‘b X—ILHSBVWERE, AICHLVETBERICET3X. AICEEASHOET I REY XY 105H7, LEWVMET, XEEEF2UTF
BEICASTWVWET,

FEB @] TR - #fE CERA

ENTOy oSN, ENTES FiR. REROEE. EEEA. PDFLR— b T @R, A

h: RO, 8220 DI RLEVEAEE B CHRATS R, BIESCEEL K~ M E(F

IR £, MLEY, AIZIENEEECHIE
THIFTY
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BFRRIFBIZLTRENE T, BERXE. TE2BXTOHA, #HEFIAE. XEHSDORUHIMTE X T,

@, Detailed findings & recommendations 5 FINDINGS
SEVERITY FINDING STATUS
7 o © Fraud Risk FRAUD RISK REVIEW REQUIRED

The document contains new bank details and explicitly states that
payments can no longer be matched to the previous account. Thisis a

common pattern in Business Email Compromise (BEC) or invoice fraud. @ Create task

@ Recommendation: Verify the new bank account details with the
vendor via a known, trusted phone number or

v Mark as reviewed

separate communication channel before making
any payment.

Q. Evidence: 'Please note our new bank details: IBAN LT26 0000 0000
0441 0119. We can no longer match payments to our
previous account.”

7o @ Geographic Mismatch  GEOGRAPHIC MISMATCH REVIEW REQUIRED

" HMAFTR, FEU RS 10847 HLWETOEATRIN. SVOBAOTIWETEAL Aoz dshTVWEY, ZOTFIC. AL<L 10
SR7OHIBHAT—EH B D £, HEBEE  THLOBIC. FLVRITERZ BE £ - dENORR TRAL T SV, HBllr LT,
BEREBOZUTATINES,

FERBAICT D 2T B
FREZEH-/-IBHED. BEREFEALLTIY—ILET, FREZE. AEFLIEF—LAITORZAIICERLET,
PaperOffice |$%481 & RS %508k L £ 95 AR BEEXMIToNET (FB128),

HMoTHECLRBW I L

FWriZF — LICFTERD £ 96 PaperOffice B Dm%ERL. XETEMITE T,
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AT TIEH D £ A
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Workspace D X — L. ENBENXE T, PaperOffice I3ANZFHERELRL LS ICKREL. &
FE—HEICXET I —ITHBHL £ 9,

Urgent: new bank details and invoice KW-2026-1193 2 Documents £ Document Folder
Pagel/1
An invoices@northstar-industrial. example e
Betreft Urgent: new bank detalls and invoice KON-2026-1193 Activities | Audit @ |
Datum ‘Wed, 14 Oct 2026 07:48:00 +0200 —
Deor i or o, Connections Documents o

1BAN LT26 0000 0000 0441 0119

i . : - Document in security quarantine ;
Wecannolonger mach 193 for Please wansler Q el & Release from quarantine
Editing, moving, downloading, and deleting are blocked. In the Audit
na W

tab, you can review findings, create tasks, and release the quarantine.

(PaperOffice test package, all detalls are fictional) Severity 8 - threshold 7 - since Oct 19, 2026, 10:11 AM

AUDIT CONTROL CENTER AUDIT ENGINE LAST AUDIT RUN
i A . B -] B. PDF repor:
Security quarantine active Al-DMS Ultra Oct 19,2026, 10:15 AM
o
Complete Al security assessment for " "
PDF incl. ori
this document & g
FINDINGS REVIEW OPEN CONTROLS MAX. SEVERITY
i FRAUD RISK ANALYSIS 8l6 RISK ASSESSMENT
8n Not applicable

Critical security signals

The email explicitly requests a change of bank details and
instructs the recipient to stop using the previous account.
This is a strong indicator of a Business Email Compromise
(BEC) or invoice fraud attempt.

° FAMNRNYT—=2DA—=)be RIEUYRY 10858 : FILLWAEIZDAHEIAS LK SKRDHBB2DMFE. Business Email Compromise (BEC) ?D
FVOIKIR ], EIClE. X—ILEEERED2DODNERST 7+ ILA—DHD £,

BEC & (& F—LHHERT DR

SFEUEIE X —IL T, Bi5l5. BB, RTIFEREEICED A=Ay H—DXEECRELT LR I FXA2D
TELET, FFEICENIE. ZHWZBTOOREICH IXFEV, AT B L IADIERE,
IFESEBZLTY,

TAKRRITT

A—JLEFEREOHMADRBRICAD LT ! X—ILIZEKRES., TMIDFEREIIERE/TY, FREOHEEXTIC
& TVIESICE B EAINMRER B S L E) CHHRETNTED. CHIZEREDIREETY, —BETIE. X
ZIC TE-Maily ORTHMEEET, Vv ITBETDA—LUDHELT,
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PaperOffice I&. 1L WEEREZ IARTD Workspace IChT=>T. OFERDIRTONXErBELF
ED

5 ©® Plausibility Check PpLAuSIBILITY CHECK REVIEW REQUIRED

Duplicate: Invoice_KW-2026-1187_Kaltwerk.pdf (Invoice Fraud Guid X
uplicate: Invoice_ _Kaltwerk.pdf (Invoice Fraud Guide) « Mark as reviewed

Q. Evidence: KW-2026-1187 # Create task

I

8 @ Fraud Risk  FrRAUD RISk REVIEW REQUIRED

PDF forensics: Payment data under an opaque area .
¥ B v Mark as reviewed

@ Recommendation: Check the PDF manually and compare it with the
visible document content.

@ Create task

I

Q. Evidence: DE75 0000 0000 4410 0011 87 — LT26 0000 0000 0441
one

0 RFEREOIAE—, POF-T# L YTy ONTBRRALERO FTOZIMWT— 2 2B | REU R 10558, Z0LHIAE—dtEFa T
< FEBRICAD £9, EE  Invoice_KW-2026-1187_Kaltwerk.pdf] £WS3FEIE. TOBEKREN T TICRIFFITSNTVWR e ERLTVE

3_0
PAPEROFFICE W&#% RT3 A& T2 LTOH
FE—DOAR BL771IHAE5—ERBVIEE. LBIE>TUVTH
B UHETENSDE LHEREES Kaltwerk @ KW-2026-1187, IBANHDE>TWTH
SECBRBRHLEDHT €2,020.62. RSFEHI WV-2026-118
BARESDEERL AFESEICHT->T
BRI TITEERRICTI T EF A, EXBFRELIRH BEIZITARTD Workspace IChTz2>TiThhiEd, 9T
SNTEHZEICXEISRBEHINE T, CTICRILOSBRE ICT7—hAa TICH3EKEIE. ZERTHRAINE
W SNz IBAN B ZDHITS, ED
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/11
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FRIR & TIRE 5l EHeEAIaE

AorO—R, B TIXR—F 77URTHEE

fRE. LAIEE. BE. OE— OXVPEXE

HE. BR. RV CNEFHROEE FRROmER. 2 XU DIER

HIBR. AlIC & 2 B0E DRHD DR, FERR
—ET © Security q.. | +7
TeXxa) T R8 OFRRE. THTLAKRETYT 1o ADFARZRE Al-DMS Ultra | [ Audit high

BLEFNUEED T Ao _
HITL required

XE-—BOXRT

BET

Workspace C X DBt DX ER. LUV T IILEZ— TEXa )T
« FRRE L,

© Document Audit Quarantine

Documents with critical audit severity are automatically isolated and tagged with "Quarantine”. All actions remain blocked until manual release in the Audit tab.

Enable automatic quarantine for critical audit results

Threshold (max. severity) 7 /10

@ From severity 7 upward, new Ultra DMS documents are isolated and tagged with "Quarantine’.

© . :uvermeELse. @R RFFaxD EERE T SBREEEDICL. LIVEERELET GHE: ). ZETES
DIIRAA YT HIV T,
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12 -4 DR LFESR L TH S HIHT

END SERR.

BRBFARIE. F—LANDOEVLWMNITY, BFIFXA—IILTIEHRSEFETITVET,

Content

B 71 v s oo0occeee = = B

Audit finding: The document contains new bank details and explicitly states that payments can no longer

be matched to the previous account. This is a common pattern in Business Email Compromise (BEC) or
invoice fraud.

Recommendation: Verify the new bank account details with the vendor via a known, trusted phone
number or separate communication channel before making any payment.

Completion required (create task)

Deadline Priority

Low Medium Urgent

TTMM.JJJJ

Who must complete this?

e 2 2 22
Unassigned Me User Group

BRUEEHRLEY, FIREVVYITBHE TXEXRLIFZRVZER) HHE FIREHEEFRIII TICAATNTULETY, R, &%
E. 85F (BH. BE. BEIIL—7) 2BMLTIREL,

FORLMR : BREPA—ILTIB . YRE—F—RERIF —
%ﬁ@%@%%&ﬁgT(Tféuo ﬁ Security quarantine

Confirm release

The document will be released from security quarantine

SER . BREXNENDXETLLTREL. IRZERAHICLE immediately.
ER

@ Please review the document first. The release cannot be undone.

HIHT © AMICEG | EDB Do TWNIE, ERENMRRLET. €
S5TARFNIE. XBIFHLL LTRBEICED £9. Gancel

FERRICISFERR LR T, BDBLIETE Xt Ao
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