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General Workspace type Al-DMS IDP Agent

@ Al-DMS

Document intelligence

How should new documents be understood?

®

Storage only
Storage only

Documents are stored without automatic Al
processing. Manual processing remains available
later.

v File storage

v Manual Al-DMS processing possible

Details Document type

s

Basic
OCR + Search

Searchable archive: OCR, classification and text
embeddings with light context.

~ OCR text recognition
v Classification (type, dates, keywords)

+ Text embeddings and light context

Al QUALITY
Search

Understandingm

Access protection
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uawaso Workspace

Cas dighusi Ultra (o i3> (48331l 3 AI-DMS Ultra (sgiwes lgy pol> Workspace Lle yuilgall Juass

Sharing

Y7 MOST POPULAR

Premium
IDP + Embeddings

Best default for business documents: semantic
search, business fields, relations and reranking.

¥ Business fields and semantic search
v Document and entity relations
' Reranking for stronger retrieval

v Image embeddings for layout elements

Al QUALITY

Search

Understar

AlI-DMS ¢ Workspace Jya=i

7 & ULTIMATEPOWER —————
i’;

Ultra
Vision + Graph

Maximum depth: MEGA Vision, Knowledge Graph,
paragraph chunks and cross-document reasoning.

~ Knowledge Graph and LLM relations

~ Paragraph chunks and cross-document
reasoning

~ MEGA Vision: tables, charts, forms and
barcodes

v Entity resolution for connected knowledge

Al QUALITY

Search

Vision
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Upload progress

2 of 2 uploaded

© Uploads are automatically checked for viruses and threats before storage.

B Invoice_KW-2026-1187_Kaltwerk_copy.pdf

B Email_Kaltwerk_new_bank_details.eml

© DONE
Completed!

0 CLEAR
Clear ~  No threat found

CLEAR
Clear Q No threat found
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KALTWERK

Refrigeration and Alr Canditioning Service

Kaltwere Kaltetachnk Gmbt - ndus

Northstar Industrial Systems GmbH

Purchasing and Administration

HafenstraBe 18 Invoice Number

20457 Hamburg Invoice Date
Date of Service

ering 7 21079 Marmburg - Germany

Your Reference
Contract
Due Date

Invoice KW-2026-1193

Dear Sir or Madam,

KW-2026-1193
October 14, 2026
October 13, 2026
NS-EK-2026
WY-2026-118
immediately

For the emergency call-out to your refrigeration system at HafenstraGe 18, Hall 2, we invoice:

Item  Description Quantity  Unit Price
1 Emergency call-out, condensing unit 2 1 flat rate EUR 3,640.00
Emergency serviee outside the maintenance schedule, including spare
parts
2 Refrigerant R32 refilled 6kg  EUR38.00
3 Emergency service travel 1fistrate  EUR 216.00
Net amount
VAT 19.%
Inveice total

222l 89 d>y> - 07

, 99
Audit 9 9 «iamall 515 douill xghai pdawdl (o (55185 22y

Activities | Audit @ I

Page1/1
Connections
o Document in security quarantine e e SR
Editing, moving, downloading, and deleting are blocked. In the Audit
tab, you can review findings, create tasks, and release the quarantine.
Severity 8 - threshold 7 - since Oct 19, 2026, 10:08 AM
AUDIT CONTROL CENTER AUDIT ENGINE LAST AUDIT RUN
Security quarantine active Al-DMS Ultra Oct 19, 2026, 10:08 AM F. PDF repor
©
Amount .
C?mplete Al security assessment for Ko PDF incl. orig
EUR 3,640.00 this document
EUR 228,00
EUR 216.00
FINDINGS REVIEW OPEN CONTROLS MAX. SEVERITY
EUR 4,084.00

EUR775.96 5 5 ‘|2 7

EUR 4,859.96

Please note our new bank detalls: IBAN LT26 0000 0000 0441 0119, We can no longer match payments

to our previous account.

The amount is due immediately without deduction.

Kind regards,
Jana Wendt, Kaltwerk Kaltetechnik GmbH

i FRAUD RISK ANALYSIS &l6 RISK ASSESSMENT
70 Not applicable
Critical security signals

The document contains new bank details and explicitly
states that payments can no longer be matched to the
previous account. This is a common pattern in Business
Email Compromise (BEC) or invoice fraud. | The sender is
located in Germany (Hamburg), but the provided IBAN
starts with 'LT', indicating a bank account in Lithuania. This
geographic mismatch is a significant risk factor.

rodl ol 58 39200 itunell 7 dually 110 (e 7 JLis Bl sas il aadl Gleg ezl CSidl Olusdl jlaw slund] Gle .igyiSIBl syl (o 8ygilal °

caloll

Coud) (§1935 10y85 ¢y «PDF 3,857
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@, Detailed findings & recommendations 5 FINDINGS
SEVERITY FINDING STATUS
7o © Fraud Risk FRAUD RISk REVIEW REQUIRED

The document contains new bank details and explicitly states that ;
v Mark as reviewed

payments can no longer be matched to the previous account. This is a

commeon pattern in Business Email Compromise (BEC) or invoice fraud. SSTATRER
v

@ Recommendation: Verify the new bank account details with the
vendor via a known, trusted phone number or
separate communication channel before making
any payment.

Q. Evidence: "Please note our new bank details: IBAN LT26 0000 0000
0441 0119. We can no longer match payments to our
previous account.”

Lo @ Geographic Mismatch GEOGRAPHIC MISMATCH REVIEW REQUIRED

0o 7 pasdiny 8haz (§illai pacr dawl diSas @adll Olwadl Il Olegdsall 325 plg 332 LS s 3610 4o 7 Jlim 3l b sl lasall
B)93la)l (o dlall (53 sy Jo 3l Againiaang 285 (T Jud d0g20 Dlgid e of Laila 332l (Sinll Ol o lgading duogill Lyl 10

dogo clin] «dex>lholl Caoir dode gudg
Qololy Lilgi 3cg0 go w58) of Jsei) dage ] dlasdall J3o Sy cazlall caadr dodle AasMall go Jolasy (o g
(12 Juasll) 8gllg @il PaperOffice

Sialb dacaig ol caly Lo PaperOffice »u ES8)8 o) Hhall Lag
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Urgent: new bank details and invoice KW-2026-1193 2 Documents £ Document Folder
Page1/1

von ie>

an invoices@nortstar-indusirialexample SN e

Betreft Urgent: new bank detalls and invoice KI-2026-1193 Activities | Audit 0 I

Datum Wed, 14 Oct 2026 07:48:00 +0200 = ———

Connections Documents e
Dear it or Wadam,

new main tothe fol

IBAN LT26 0000 0000 0441 0119

We can no longs i g i o find 193 for . Please transfer 0 Document in security quarantine ﬁ Release from quarantine
Editing, moving, downloading, and deleting are blocked. In the Audit

i regarcs el .
Jana Wendt tab, you can review findings, create tasks, and release the quarantine.

Kaltwerk Kaltetechnik GmbH

Severity 8 - threshold 7 - since Oct 19, 2026, 10:11 AM

(Paperffice test package, al detais are fictional)

AUDIT CONTROL CENTER AUDIT ENGINE LAST AUDIT RUN

Security quarantine active Al-DMS Ultra Oct 19, 20286, 10:15 AM B, PDF repor
o
Complete Al security assessment for " "
this document Eo PDF incl. orig
FINDINGS REVIEW OPEN CONTROLS MAX. SEVERITY

3 3 5 8

i FRAUD RISK ANALYSIS 8l6 RISK ASSESSMENT
810 Not applicable
Critical security signals

The email explicitly requests a change of bank details and
instructs the recipient to stop using the previous account.
This is a strong indicator of a Business Email Compromise
(BEC) or invoice fraud attempt.

«Business Email Compromise (BEC) Lle (598 yiger i3> il Ll s 283l J2lell Cdlall 110 o 8 Juimdl jlas Lis Bl doj> (o igyiSIEl 39,4l

S0 4] i Lo BEC iz Lo

3>lg 8y> 1 gyiSIBl 3yl dungyi O Iyl plgicy Juwyall sl e Gl of edlosll o L':.,)_.))QA;” dauo yglliswall ity
o2 Olgie Gl dunyo 39359 (Glaill 8 Lalisw el Gl Olegdsall Ji923 90 Loyad Ladls aglly .igyisI3l

il 9

e G530l gl oS 7 (souney dadyall Bg3lally 18 Byglas (sotamay 33l 2ol S 8y93lally igyiSIRl sl o JS Juog
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Workspaces JS ye «olwadl (8 Olaumall grox 83332 8)93l8 JS PaperOffice ()la5

5 © Plausibility Check pLAUSIBILITY CHECK REVIEW REQUIRED

Duplicate: Invoi KW-2026-1187_Kaltwerk.pdf (Invoice Fraud Guid g
uplicate: Invoice_ _Kaltwerk.pdf (Invoice Fraud Guide) « Mark as reviewed

Q. Evidence: KW-2026-1187 Create task

8 © Fraud Risk  FRAUD RISk REVIEW REQUIRED

PDF forensics: Payment data under an opaque area .
Y B v Mark as reviewed

@ Recommendation: Check the PDF manually and compare it with the

Create task
visible document content.

Q. Evidence: DE75 0000 0000 4410 0011 87 — LT26 0000 0000 0441
on9

xSer daudl Jag .gmﬂl szl Gl sl 8186 .10 (o 8 Jluis Bl plas tdaise dikaie o 28l by liadl PDF Judod caisy diluall 89318 dsuns
JuB o Cduog 8)g3lall 03n (i Lle «Invoice KW-2026-1187_Kaltwerk.pdf

JLSal Gle PAPEROFFICE Céyai5 CisS

Calie @b glg (5351 8y0 duudi Calall Qb (sgizoll

aliso IBAN @8y olg Kaltwerk o KW-2026-1187 b yuanll Go duds 8)g5lall @d)

WV-2026-118 &luall séc € 2,020.62 exxally gliall 2o
oSh Oluwadl e 3 8)sh> (Sgimay dba>do
Lo_u.u..o 339>gall 8)g5lallg A\/\/orkszpaces o> e 4)laall (5)25 o) Jic ,:,;,o‘}H ool Gl el J853 . ubgo 3y 03>9 )yl
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e J s Zhddl Li> jemme

Subill 8 Loysll nxailly mially Jojidl

Wlas>dallg wladeil Condly Jaidlg dpounidl 8slelg oyl

plaall clisly wlasNoll dexlye ol £939 pgavgll juig gudgilly dS)Linell

zhodly bulgyll yojse oelibodl SHL dxleol 8slelg L3I
© Securityq.. [ +7 .. .
daslall 9

Al-DMS Ultra Audit high c c
E Lo pasud g>lp Ol cou ogllhe HITL Il ddLs| ol Jier 8Ll

HITL required .dasNall

Olasuell daild 6 o)Ll

dolall &kl 9

ol J3er guipall go ozl 8 laiiuall sac Workspace JS)

© Document Audit Quarantine

Documents with critical audit severity are automatically isolated and tagged with "Quarantine’. All actions remain blocked until manual release in the Audit tab.

Enable automatic quarantine for critical audit results

Threshold (max. severity) i /10

@ From severity 7 upward, new Ultra DMS documents are isolated and tagged with "Quarantine’.

o)l Ol Lghg (7 polyiodl dasdll) duall lgaa>g Skl jadl 1185 . Olaituell gand ya> « dobaio  Hous dusll 3323 0
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Content

B||Z | Y

th

— 1—
= 2=

Audit finding: The document contains new bank details and explicitly states that payments can no longer
be matched to the previous account. This is a common pattern in Business Email Compromise (BEC) or

invoice fraud.

Recommendation: Verify the new bank account details with the vendor via a known, trusted phone
number or separate communication channel before making any payment.

Completion required (create task)

Deadline Priority
TTMM.JJJJ i Low Medium Urgent
Who must complete this?
- a 2 22
Unassigned Me User Group

ol <@l :Joumnally dyslo¥ls ilgill acgall laapusl Lo lizy 20 duogilly dlas3ally cdogo of dlamdo slinl guids dlasslall Lle 83>l 8,85 .dage sLix] °
degazae of (Jso)

e 0301 3 3l o of Ayl UL (3o @8l ol 3l Juasdl

Security quarantine Z ¢ €

a Confirm release .|.).9| L,)gySJgXl .)J).J| 9| O)9JLQJ| O
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