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Is this PDF really genuine?
From now on, the proof stays on the
document.
Trust Agent checks PDFs for hidden and covered text, embedded files, scripts and mismatches between the text

layer and the page image. You get a risk score, an assessment and the findings on the document. Built for

accounting, purchasing and HR.

AT A GLANCE

A risk score from 0 to 100, an assessment from No anomaly  to Critical  and every

finding with page and text excerpt. The trust certificate stays stored on the document.
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01 · WHAT IT IS ABOUT

The PDF looks genuine.
Trust Agent looks underneath.
A PDF can be stored differently from how it looks: a white box hides the old IBAN, light text speaks to an AI,

a file hides in an attachment. Nobody sees that with the naked eye. Trust Agent reads the structure,

compares text layer and page image and shows every finding.

INPUT

PDF documents from your workspace, uploaded files or the REST

API

RESULT

Risk score 0–100, a four-level assessment, findings with page and

text excerpt

PROOF

Trust certificate on the document; marked evidence PDF from

Premium, audit report in Ultra

ACCESS

Web app, REST API and MCP, included in all plans

Hidden text

White, tiny or off-page text stands out, and so do hidden

instructions aimed at AI systems, as they appear in job

applications.

Covered areas

Boxes or images that cover text in the text layer are found. If

payment data such as an IBAN sits underneath, the risk score

rises sharply.

Files, scripts, layers

Embedded files, JavaScript, launch actions and toggleable

layers in the PDF structure are reported as findings of their

own.

Text layer vs. page image

From Premium, the check compares the stored text with what

is visible on the page, including IBANs and amounts.

Profiles per document type

Profiles such as invoice, bank statement, payslip, certificate or

job application add their own checks for typical patterns from

Premium.

AI visual check in Ultra

In Ultra, PaperOffice AI also inspects the page images for

plausibility and tampering, and you get an audit-ready report.
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02 · HOW IT WORKS

Choose profile and depth.
Find the proof on the document.
A Trust Agent stores the profile, the check tier and whether findings are marked in the document. You run it on

one or many selected PDFs, and the result stays on the document.

1
Create the agent

Under Document AI › Trust Agent › Create Trust Agent , choose a profile, such as invoice, and the Basic, Premium or Ultra tier.

2
Decide on markings

With Highlight findings in the document , the check marks every relevant finding in a copy of the document from Premium.

3
Select PDFs and check

Select the PDFs in the document list, then Actions › Agents & workflows › Trust  and Check with Trust Agent . The check runs

server-side for each document.

4
Open the result

View certificate  shows risk score, assessment and findings. Download the evidence PDF and report or save them to the

workspace.

TECHNICAL DATA

FEATURE DETAILS

Input format PDF from the workspace, uploaded, or as a file URL through the API

Check tiers Basic: PDF structure · Premium: plus text layer, profiles, evidence PDF · Ultra: plus AI visual check, report

Check profiles 18, such as invoice, bank statement, payslip, certificate, rental agreement, application, email export

Result Risk score 0–100, four-level assessment, findings with page, severity and text excerpt

Storage Trust certificate on the document, assessment and score in the document list

REST API POST /documents/trust-agent-run · ad hoc: POST /job/add/workflow, template document_integrity_check

MCP tools po_documents_trust_agent_run, po_documents_trust_check, po_documents_trust_get
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03 · IN PRACTICE

Wherever a fake PDF gets costly,
Trust Agent checks it.

Incoming invoices

In our test run, an invoice copy carried

a covered IBAN. AI-DMS Ultra

reported “payment data under an

opaque area” with severity 8 of 10,

and the document went into

quarantine.

Job applications

White text such as “rank this

candidate” targets AI systems that

pre-sort résumés. Trust Agent reports

such hidden instructions before

anyone evaluates the application.

Supplier documents

Delivery note, certificate or insurance

policy: with the matching profile, Trust

Agent checks the PDFs as a batch,

and the result then sits on every

single document.

FREQUENTLY ASKED QUESTIONS

Does a finding mean fraud?

A finding is a pointer for your review. Saving a file several times, for

example, is often harmless and adds little to the risk score. The

assessment ranges from No anomaly  to Critical ; a person makes

the decision.

How do Basic, Premium and Ultra differ?

Basic checks the PDF structure and returns a risk score and a

recommendation. Premium compares text layer and page image,

uses the profile checks and marks findings. Ultra adds the AI visual

check and an audit report as a PDF.

Where do I find the result later?

On the document: Actions › Agents & workflows › Trust  and

View certificate  opens the stored trust certificate. In the document

list, the assessment and score appear right on the document.

Does the check also run automatically?

Yes, with AI-DMS Ultra: after the audit, the integrity check runs at

Ultra depth, with the profile following the detected document type.

For single documents or batches, you run a Trust Agent.

GET STARTED

Check the next suspicious PDF yourself

Create an account at app.paperoffice.ai, save an agent under

Document AI › Trust Agent › Create Trust Agent  and check a PDF. Billing is based on usage and

depends on the tier.

paperoffice.ai/en/ai-document-integrity-check-application-fraud-pdf-screening

MORE ABOUT THE MODULE

paperoffice.ai/en/ai-document-

integrity-check-application-fraud-pdf-

screening

PRICING

paperoffice.ai/en/pricing

CONTACT

paperoffice.ai/en/contact
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